1. PEKOMEHAALWW ANA AETEWA
MO BESOMNACHOCTW B CETV MHTEPHET

MpuseT, aoporoun apyr!

[eTn n B3pocnble NCMOMb3YIOT pasHble YCTPONCTBA, YToObl 06WAaTbLCA U y3HaBaTb MHOro HoBoro B MHTepHeTe. Ho BaXkHO

nosib3oBaTbCA UM O4YEeHb aKKYypaTHO.

Ecnn Tbl ¢ paspelueHna poaunTenen Bo Bpema yyebbl unn otopixa mcnonb3yewb VIHTepHeT, cnegyn npaBunam, KOTopble
onuncaHbl HUXe. OHK nomoryT Te6e 6biTb BHMMAaTEIbHbIM 1 OCTOPOXKHbLIM B OHJAaH-CETU, a Tak)Ke 3a60TUTbCA 0 cebe, CBOUX

6NN3KUX, Apy3bAX N Apyrux naax.

0 MUcnonb3yn WMHTEepHeT TONbKO C paspelleHua poautenem u 6yab OCTOpoOXeH oHnauH. Crapauncs
orpaHM4MTb BpemA, npoBepeHHoe B MWHTepHeTe. [lenai nepepbiBbl, 4YTOObI HE NEpPeyTOMNATHLCA.
W 3aHumaica gpyrmmm BuaamMmm OeATenbHOCTH.

e O6cyxpan ¢ poauTenaMu U 6GJIM3KMMU B3POC/IbIMM Te pasBJieKaTesibHble CalTbl, MecceHaKepbl
WJTU Urpbl, B KOTOPbIX XOYellb 3aperMcTpMpoBaTbCH UM KOTOPbIe UCMOJIb3YyeLlb.

e BmecTe ¢ poauTtenaMu HacTpoi B TenedoHe, Ha NMJaHWeTe UK KOMMbloTepe KOH(MAEHLUMaNnbHOCTb:
CNPAYb CBOIO JIMYHYIO MHAOPMaLMIO, MYCTb ee BUOAT TONMbKO 6/1M3Kue, ApY3bA U yUuTens.

G He ny6nukyn B UHTepHeTe NINYHYI0 MHOPpMaLMIO: He NN CBOKO haMnnunto, UMA, 0aTty poXXOEHMA, HOMeEpP
TenedgoHa, CBOM AOMALHUW agpec N HOMep WKONbI. VICKnoYeHne coCTaBNAOT TOMbKO YaTbl C poauTenaMn
NI WKOJIbHbIE YaTbl C YYUTENAMMW.

© He BLiknapbiBait B WHTepHeTe cBou (hOTO, BMAEO MM FONOCOBbIE COOGWIEHWA — UMW MOFyT
BOCMO/Mb30BATLCA 3/10YMbILLIEHHUKW.

G Ecnn y t1e6Aa ecTb CTpaHMUa UM KaHan B couuvalsibHbIX CEeTAX, KOTOpble Thbl BeAellb C pa3pelleHuA
poauTesien, orpaHuyb AOCTYN K CBOMM Ny6GnuMkauuAm AsA NMOCTOPOHHUX ntoaeun. [onpocn poautenen
nomMoyb Tebe HacTpouTb MX Tak, 4YTOObl TBOM MNOCTbI MOrNM BMOETb TOMBbKO Te, KOMY Tbl OOBepAeLlb
(poonTtenu, 65mMskmne pooCcTBEHHUKN, OAPY3bA, BO3MOXHO, yYnTena).

Q Monpocu poautenen Hayyuutb Te6A co3paBaTb CJIOXKHbIE MapPOJSIA: Naposib OOSMHKEH COCTOATb U3 OYKB,
undop 1 cneumnanbHbIX CUMBOJSIOB.

e He ucnonb3y oauH M TOT XKe Naposib ANA pasHbIX NPUIOXKEeHUW. PerynapHo MeHAn naponu. Hukorpa
He AesIMCb CBOMMM NaponfaMu C OpYyrMMu, Aaxke ¢ Apy3bAMU, Naposib AO/MKHbI 3HATb TONTbKO POANTENN.

e PerynApHo HanoMuHanh poauTenAM OOGHOBNATb aHTUBUPYC Ha TBOWMX YCTPOMCTBAax, OH 3awumwaet
OT BUPYCOB 1 HexkenaTenbHbIX Nporpamm. Ho aHTUBMPYCHbIe NporpamMmbl A0/KHbI BbIOMpaTb B3POC/bIE.

@ Byab BexxnuB B MHTepHeTe ¢ ApyruMy noJsib3oBaTeNIAMMU, eCnn Thl 0OLIAELbCA B YaTax, Hanpumep, yaTe
Knacca.

0 O6cyXxpan ¢ poauTenaMm UIN yYUTENTAMU CUTYaLMU, C KOTOPbIMU Tbl cTasikuBaewbcA B MHTepHeTe,
N KOTOpble Te6A TpeBoXaT unu nyrawT. O6Aa3aTeNIbHO NpekpaTy obLeHne 1 pacckaxku 06 3TOM poauTenam

WA yYUTENAM, eCn KTO-TO B VIHTepHeTe:
« obmxkaeT TebA, UM Tbl HyBCTBYELLb CeOA TaM He Tak, KaK Xo4eLlb (Hanpumep, HEYOTHO UNU HEMPUATHO),

- Bepnet cebA CTpaHHO, paccnpawmnBaeT O TBOEW CEMbE UK NPOCUT caenaTtb YTO-TO MNJj1oxXoe i NnocCTbliaHoOe.
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OTn npaBuna nomoryT Ttebe 3awmTnTb cebA OT pasfINyYHbIX HENPUATHOCTEN B VIHTEpHeTe, a TakXxe co3gaTb
6es3onacHoe 1 NO3UTUBHOE NPOCTPAHCTBO O/1A cebAa u apyrux.

He o6wancA ¢ He3HaKOMbIMX JIIOABMU U He NPUHMMaN UX B APY3bA, ecn y TebAa eCTb MecceHaXepsbl
WAn coumnanbHble CeTU. He nNpuHUMan OT HUX M HEe OTNpaBAAn UM JiMYHble coobweHnAa. ObLwanca ToNbKo
Ha NPOBEPEHHbIX POoUTENAMU NnaTgopmax.

Ecnu B WHTEepHeTe CNyyYMnocb 4TO-TO MJIOXOE, Hanpumep, KTO-TO Hanucan Tebe 4YTo-TO 0bugHoe
Wi Tbl yBUOEN 4YTO-TO Hexopowee B VIHTepHeTe, coxpaHM 3TO KakK KapTUHKY WM CcoobLeHue,
4YTOObI NOKa3aTb 6/IN3KMM B3POCIIbIM.

Ecnn c¢ paspeweHnAa poautesien Tbl Urpaewb B OHMAWH-UTPbl, TO UCMNONIb3YW [CEBOOHUM,
TO eCTb BblAyMaHHOE, a He HacToALlee NMA.

O6cy>xgan ¢ poouTenAaMMU, B KaKue Urpbl Tbl Urpaewb U 4YTO cmoTpulib B MHTepHeTe. B urpax n Bnoeo
B VIHTepHeTe wuHOrga nokasbiBaloT MjIOX0e MNOBEOEHME WM FOBOPAT MNJioxme cnosa. Bbibmpan BmecTe
C poauTenAMn TONbKO 6Ge3onacHble cauTbl, Urpbl U BUOeO. Bcerpa cnpawwmBanm B3POCIbIX, €CMN YTO-TO
HEMOHATHO.

He Bcemy B UHTepHeTe MOXXHO A0BepATb. [1poBepAn BMecTe C poanTenaAMn Unu yumtenamm nHgpopmaumio
M WCTOYHWKU, OCOOEHHO HOBOCTU W 3amaHuyuBble npennoxeHnA. Wsberan nNooo3puUTESIbHBIX CCbITOK
1 coobueHnn, 4Tobbl He ckayaTb BUPYCbl M HE rnonacTb Ha obMmaH.

CoBepwian nNokynku B MHTepHeTe TOJIbKO BMecTe C poauTenaMu. He nokynam HUYero B JNYHbIX
COO0O6LLIEHMAX B coUuMasibHbIX CETAX UM MecCeHaykepax — TaK MOLUEHHUKW MOTYT YKpacTb AEHbIM U OOCTYN
K TBOMM aKKayHTaM.

Hukorpa He coo6wWan HUKOMY  KpomMe  poauTenewu NMNH-kop  6aHKOBCKOM KapTbl
n koAbl s CMC-yBegomnieHun.

YyacTBy# TONIbKO B Te€X OHJIaliH-3aHATUAX, KOTOpble pa3peLlaloT U npeasaraloT poauTesin U yuuTend.
3T0 MOryT 6bITb ONMMIMAAbI, KOHKYPCbI, KYPCbl UM BEGUHAPBI.

KYOA OBPATUTBCA 3A NMNOMOLLBIO

Ecnun uto-TO Te6A HacTopa)kuBaeT UNU nyraet — o6A3aTeNbHO 06paTUCh K poauTenam
NN yYUTENAM 3a NOAAEPIKKOU U NOMOLLbIO!

TenecoHbl foBepuAa, ropAaune NMUHUK

FopA4YaAa NUMHMA KPU3UCHOM ncuxonoruvdyeckom nomowm MuHuctepctBa npocseweHua Poccunckon depepauum
(6ecnnaTHO, KpyrnocyTo4Ho) 8-800-600-31-14
* Ha nnHum exxegHEBHO N KPYrnocyTOYHO OKasblBaeTcA NCuUxonornydeckaa noMoLlb 1 nogaepyka BCEM NO3BOHMBLUNM,
Haxo4ALMMCA B KPU3UCHOM COCTOAHUN UN B KPU3UCHOW CUTYaLnW.

Bcepoccunckuin fletckuin TenedoH gosepuA (6ecnnatHo, KpyrnocytoyHo) 8-800-2000-122
* [lcnxonornyeckoe KOHCYJIbTUPOBaHME, 3KCTPEeHHaA 1 KPU3NUCHaA MNCUXosiorm4eckaAd nomMowb OeTAM, NnogpoCTKam
n poanTenam.

Nopayaa nuHuA «Pe6eHOK B onacHoctu» CnepactBeHHoro kKomuteta Poccurckon  depepauuu
(6becnnaTtHo, KpyriocyTo4Ho) 8-800-100-12-60#1

FopAvyaAa nMHMA noaaep>XkKu no sonpocam tpasnu Tpasnu.NET 8-800-500-44-14
(MH-MT ¢ 10:00 po 20:00 N0 MOCKOBCKOMY BPEMEHMN).



2. PEKOMEHAALLNIA
A8 NOAPOCTKOB MO BESOMNACHOCTU
B CETV HTEPHET

MNMpuseT, poporou gpyr!

COBpEMEHHbIN  MUP  CTPEMUTENBHO MEHAETCA, pPas3BMBAKOTCA OHNAWH-TEXHONOIMMW, pas3fn4dHble ragpkeTbl W [OEBANCHI,
KOTOpble BCe€ Mbl WCMOSb3yeM B [MOBCEOHEBHOM >XU3HWU. VIHTepHeT TakXxe CcTa/n HEKOTOPOW YacTbio Hawen peasibHOCTU
N MHCTPYMEHTOM, C MOMOLLbIO KOTOPOro MOXHO 06WaTbCA, y4nTbCA, y3HaBaTb HOBOE. U, Kak C foObIM MHCTPYMEHTOM, UM HY>XXHO
Nnosib30BaTbCA aKKypaTHO, MOMHA O HEKOTOPbIX pUCKax 1 yrpo3ax BUPTyasibHOro Mmpa.

Ecnn Tbl BO BpemA y4yebbl unn gocyra mcnonb3dyewb VIHTepHeT v ero pecypcbl Ha cmapTdoHe, nnaHweTe WM NepCcoHasibHOM
KOMMNbIOTEPE, NOXXanyncTa, BOCMOMb3yMcA cnepylowmmm pekomeHgaumamn. OHM nomoryT Tebe ObiTb 60nee KOMMNETEHTHbIM,
OCO3HaHHbIM, BHUMATESIbHbIM 1 OCMOTPUTESIbHBIM B OHMAaNH-NPOCTPaHCTBE, NPOABUTL 3a60Ty 0 cebe, CBOUX BIIN3KNX N OPYrnX NIOSAX.

o MomHwm o 3awmTe cBOEN NMYHON UH(DOopMauUn

He penvch B OHMarH CBOUMU MW YY>KUMU JIMYHBIMU OAHHBIMW: HUKOrga He nybnvkym cBov hamunvio n UMA, NONHyo aaTy
POXAEHWA, OOMallHWUKA afpec, Homep TenegoHa, HOMep LWKOMbl M Kfnacca, B KOTOPbIX YYWULWbLCA, WH{opmauunio
0 CeMbe Unn Opyryo NNYHyo nHdopmaumio B IHTepHeTe. STUMU CBEOAEHNAMN MOTYT BOCMONb30BaTLCA 3M10YMbILLNEHHUKMW.
[axxe TBOM POTO, BUOEO U ro10COBblE COOBLLEHMA MOTYT ObITb MU NCMOJIb30BAHbI.

Mcnonb3ym HUKHEWMbl (MCEBOOHUMbI) TMpU  perncTtpaumm Ha camTax, B COuMasnbHbIX CeTAX, MecceHaXkepax
Wn B Urpax, a He CBoe HacTofALlee UMA.

UCKJTIOYEHUE: odvumnansbHble nnatgopmbl (Hanpuvmep, PepepanbHaA rocygapcTBeHHaA WHQOPMaUMOHHaAA cuctema
«EOQnHBIN nopTan rocygapcTBEHHbIX 1 MyHUUMNANbHbIX yeiyr» unn Focycnyrm) n mecceHmxepsl (Hanpumep, Cdepym, Max).

9 Mcnonb3yn HaCTPOUKKU KOH(huAeHUNaNbHOCTHU
Ha MobunbHbIX YCTPOMCTBAxX, B MECCEHOYKEPAX, COUMarnbHbIX CETAX, YTOObI OrpaHM4YnTb OOCTYN K TBOEN MHGOpMaLUUN.
Y6enuncb, 4TO TBOU MPOPOUIN U aKKayHTbl HACTPOEHbl Tak, YTOObl TONMLKO 6nM3Kue, OpPYy3bA U y4uTeNnA MOrfv BUAETb
NINYHYIO MHOPMaLNIO.
Ecnun Tbl akTUBHO Befelb CBOKO CTpaHuUy, KaHan unn nabnuk, orpaHmyb OOCTYN K CBOMM MOCTaMm: HacCTPOW BUOMMOCTb
CBOMX Ny6nuKauunm Tak, 4Tobbl MX MOMM BUAETb TOMbKO Te, KOMY Tbl AoBepAelb (poautenn, 6amskue poacTBEHHUKM,
Opy3bA, BOSMOXXHO y4nTena).

9 MNpumeHAn 6e3onacHbie Napoamn n He coobLian MX HUKOMY

HapgeXHblh naponib — 3TO CMOXHbIN Naposb, COCTOAWMMA U3 3arnaBHbIX N CTPOYHbIX BYKB, umMdp 1 cumBonoB. OB6bIYHO
ero TpyaHo yragaTtb unu nogobpatb. He ncnonb3yn ogvH 1 TOT XK€ Naponb ANA pasHbiX akkayHTOB. Hukorga He genuch
CBOMMM NAposIAMN C OpyruMn, gaxe ¢ opy3bAmMu. PerynapHo MeHAn naponu, 4tobbl ob6esonacutb cebA.

Q Mcnonb3yn aHTUBMpPYCHOE NporpammHoe o6ecnevyeHue u hampson (MeXxceteBoun akKpaH, 6paHamMayap)

[nA 3awmnThl OT BPEAOHOCHLIX MPOrpamMm 1 HeXxenaTenbHoOro Tpaguka NUCnosib3ym aHTUBMPYCbl N cUCTEMbl 6e30nNacHOCTH,
KOTOpble OEeUCTBYIOT Kak 6apbep Mexay KOMMNbIOTEPHOW CETbIO U BHELLHUM MUPOM.

e O6c¢cyxxaan Bonpocbl OHNanH-6e30MacHOCTU C POAUTENAMM MU YUUTENAMM

Coobwan o npobnemax: ecnn KTo-TO yrpoxkaeT Tebe nnu Tbl YyBCTBYeLWb cebA HEKOMMOPTHO B VIHTEpHeTe, pacckaXm
06 3aToM pogutenam wunm yuntenam. ObpawartbCA 3a MOMOWbBI U MPUHUMATb €€ — BaXHbIA HaBblK COBPEMEHHOro
YyenoBeka.

CoxpaHAn pokasaTenbcTBa: €cnM Thl CTan >XepTBOW KubepTpaBnu (KubepbynnuHra), Apyroro OHManH-HacunnA
WM MOLLEHHNYECTBA, COXPaHAN CKPUHLLOTLI U COOOLWEHNA Kak gokasaTtenbctBa. [MoMHU 0 knbepbynnnHre: ecnu Tbl cTa
YXEPTBON OHNANH-TPaBNU, COOOLM 06 3TOM B3POCIbIM.

Byob BHMMaTeENneH K OHNamH-urpam wUamM MeguakoHTEHTY: HEKOTOpbIE Urpbl MOTYT COAEpXXaTb arpeccMBHOE NnoBefeHue,
a Buaeo n poto — HenopobarLwmin, TOKCUYHbIM KOHTEHT. O6cy>Xaan ¢ poautenammn, B Kakme uUrpbl Tbl Urpaellb, Kakme
OHNanH-NNaT(OPMbl U KOHTEHT TEOE MHTEPECHDI.

Q Crapaunca npuaep>xmBaTtbcA 6e30nacHOro o6weHunA
|/|HTepHeT TaK YCTPOEeH, 4TO wmHOrga MOXXeT CJIOXKNUTbCA WIJIIO3nA  OoBepuA, 6630I‘IaCHOCTI/I, AHOHUMHOCTN v

N KOHMOeHUManbHOCTU. MoXeT nokasaTbCA, YTO Thl XOPOLLO 3Haellb YesioBeKa, C KOTOPbIM B peanibHOM XU3HU HUKOoraa ﬁ
He BCTpeYarscA, HO y)Xe Kakoe-TO BpeMAa obuiaellbca OHMamH. Ho aTo MoXeT 6biTb Hebe3onacHbIM. [1oaTomy He obwanca

C He3HakOMbiMM JNogbMu B VIHTepHeTe ©M He nNpuHMMan 3anpocbl B AOpy3bA OT TeX, KOro He 3Haellb ;

B peasnibHOM >XWM3HW. He oTnpaBnAn NUYHble COOOWEHMA He3Hakomuam: Oyab OCTOPOXEH C TeM, YTO Tbl MuWellb r

M OTNpaBnAeLWb B INYHbIX COOOLEHNAX. He BCcTpeyanca ¢ ntogbmm n3 IHTepHeTa, 3TO MOryT ObiTb 3/10YMbILWTEHHUKNA.
Ecnun kT0-TO B NIHTEepHeTe BeneT cebA CTpaHHO MNU MbiTaeTcA 3acTaBuUTb TebA genaTtb YTO-TO, YTO Bbi3blBAeT Y TebA
CTblQ, WA cnpawmBaeT Teb6A O TOM, O YEM Tbl HE XO4€ELUb rOBOPUTb, 3a4aeT MHOIro BOMPOCOB O TBOEN CEMbE, NpeKkpaTun
obweHne n coobwm 06 3Tom B3pocnbiM. Camblii HageXHbI cnocobd no3aboTutbcA O cebe — npepBaTb KOHTaKT
C HE3HaAKOMbIM NOJSIb30BAaTENEM, KOTOPbIM MOXET NUcaTb WX 3BOHUTL Tebe.

o=
0 MNo3a6oTbcA 0 cBOEU KuGeprurueHe OF ¢« «
CTtapanca orpaHnynTb BpeMsd, npoBeaeHHoe B HTepHeTe. [Jenain nepepbiBbl U 3aHMMaNCA APYrMMU BUAAMU OEATENbHOCTMW,
4YTO6bl N36eXXaTb NepeyToOMAEeHUdA, YCTanocTu rnas n 3aBuCUMOCTN OT LINPPOBbLIX YCTPOUCTB.



@) VYuacTsyii TonbKo B Ge30nacHbIX OHNAIH-aKTUBHOCTAX “
Bbibupan 6e3onacHble canTbl 1 NPUITOXEHWA, NCNOJb3YI TOIbKO NPOBEpPEeHHbIe niaTgopmbl AnA 06WeHUA 1 urp.

YyactBy B Tex ob6pa3oBaTefibHbIX OHJMalH-aKTUBHOCTAX (ONMMNMagax, KOHKypcax, Kypcax, BebuHapax u [pyrux A - 4
cobbITUAX), KOTOpble MPOBEPEHbl TBOMMMU ONM3KUMWU B3POCNbIMUA, W KOTOpble MoMoryT TebGe pasBuMBaTb HaBbIKU M
N 3HaHWA. w5

9 Pa3BuBan KpUutTnyeckoe mMmbilunieHue

[MpoBepAn 1 nepenpoBepAn MHOpMaUMIO: HE Bepb BCEMY, YTO BUAUWbL B MHTepHeTe. [lpoBepAn pakTbl N NCTOYHUKU
NHpopmMaLmm, 0CO6EHHO ecnn 3TO KacaeTcA HOBOCTEN NN 3aMaH4YMBbIX NPEOSIOXEHNNA.

Byob OCTOpOXEH C peknamMoi: He KMKah Ha NoAo3puUTesNibHble CCbISIKWM, KOTOpble MOryT MpuMBECTU K BUpycam
WX MOWEHHNYeCcTBY. [lOMHM, YTO CCbIJIKM W3 MOAO03PUTESNIbHBLIX MUCEM, COOOLWEHUM U MOCTOB B MecCeHOyKepax
WNU coumanbHbIX CEeTAX MOryT cofep)aTb BPefOHOCHOEe nporpammHoe obecrneyeHne v 3apas3uTb TBOW KOMMbIOTEP
UM MOBUNBHOE YCTPOMCTBO.

@ Byab 6auMTeneH npu oHNanH-NnoKynkKax

He poBepAn cantam, KOTOpble BbIrNALAT NOO03PUTENBHO, U MPOBEPAM OT3biBbl O NpoAasuax nepen MoKynkon TOBapoB
oHnanH. CoBepLuan NOKynkn ToNbKO BMECTEe C POOUTENAMM.

He penain nokynku B NIMYHbIX COOOLLEHNAX B MECCeHOyKepax Unu coumanbHbIX CETAX: MOWEHHUKN MOTyT MONy4YuTb OOCTYN
N KOHTPOJIb K OEeHEXHbIM CpeAcTBaMm 1 TBOUM aKKayHTam.

Byab npenenbHO OCTOPOXEH C NPeaoXeHNAMN caenaTth JoHaT (406pOBOIbHOE AEHEXXHOE NOXEepPTBOBaHME).

m Hukorpa He npopaBan CBOM aKKayHTbl B MeCCeHa)Kepax, coumarnbHbIX CETAX, OHNIauH-Urpax,
a Takke CUM-kapTbl 1 6aHKOBCKUE KapTbl!

MOLUEHHNKN MOryT BOCMOMb30BaTbCA MMW B KOPBLICTHbIX LENAX, HO OTBETCTBEHHOCTb MpMOEeTcA HecTn Tebe, TBOUM
poantenam u 6nmnskmm. Hukorpa He coobwan Homep, MNH-kon, CVC-koa n gpyrme naHHble cBoen 6aHKOBCKOW KapThl,
a Takxke koapl n3 CMC-yBeaoMNeHNN 1 3M1EKTPOHHBIX MUCEM NOCTOPOHHUM JIIOAAM.

@ U3yumn npaBuna u Hopmbl noseaeHusa B UHTepHeTe

MpupoepxkmBanca npasuf, YTOOblI N36eXaTb KOHMMKTOB U HEMPUATHbIX cuTyauui. Cobniogan 3akoHbl, OENCTBYOWME
B HaweW CTpaHe — OHM TakXXe pacrnpoCTPaHAITCA Ha MOMCKOBble 3arnpocbl, nosepeHve mogen B KVHTepHeTte
M Ny6NUKYEMbIA MU KOHTEHT.

Byab ocTopoxkeH ¢ nybnukaumAmMu B coumaribHbIX CETAX N COOOLWEHUAMN B MecCceHaxxepax. To, YTO KaxkeTcA 3abaBHbIM
nnn 6e306MaHbIM, MOXXET HapylwaTb 3akOH, WM 0Ka3aTbCA BUPYCHbIM U ObICTPO pacnpocTpaHuUTbCA cpean 60sbLUon,
He Bcerga >kenatenbHou, aygutopun. lNpexxae 4em pasmecTUTb NOCT UM OTNPaBUTb COOBLLEHVE, BHUMATEbHO OLEeHMBan
ero cogep>xaHuve. NMomHu: NIuTepHeT — 3TO Ny6NnMYHOE NPOCTPAHCTBO, U HEOBAYMaHHbIE NOCTYNKU MOTYT UMETb Cepbe3Hble
nocreacTBuA.

Ecnn Tbl CTONMKHYNCA C NPOTMBOMPaBHbIM KOHTEHTOM B VIHTepHeTe, coobwy 06 9TOM poauTenAmM W/unm yuynTenam,
a Tak>ke OoTnpaBb CCbISIKU N CKPUHLLOTbLI B MpaBoOXpaHuUTeNbHble opraHbl 1 PockoMHaasop.

Kunéep6esonacHocTb, LugpoBana rpaMmoOTHOCTb, HaBblKU pacrno3HaBaHUA OHJTAUH-PUCKOB —
3TO Ba)XHbIU acneKT TBOen XXU3HU B COBpPEeMEeHHOM mupe!
CnepnyAa aTUM peKomMeHAaumAM, Tbl CMOXELLb 3aWNUTUTb ce6A OT PasfIYHbIX OHMAaNH-Yrpos3,
a TakXXe cosgaTb 6e3onacHoe 1 NO3UTUBHOE OHMANH-MNPOCTPaAHCTBO ANA cebA 1 apyrux.

KYAA OBPATATBCA 3A MOMOLLbHO
N noayuantb AONOJHUTE/IbHYIO NHPOPMALLIO

TenecoHbl goBEpUA, ropAYMe JIMHUN

FopAYaA NnMHMA KpU3ucHoM ncuxosiornyeckom nomowm MuHuctepcTBa npocseweHuna Poccunckon dPepgepauun 8-800-600-31-14
* Ha nuHun exkegHEeBHO M KPYr/IOCYTOYHO OKa3biBAeTCA MCMXOIormyeckanA MoMolb M noadepXXka BCEM MO3BOHMBLUMM, HaxOO4AWMMCA B KPU3MCHOM
COCTOAHUN UNN B KPUSUCHON cnTyaumm (6ecnnaTtHo, KPYyriocyTO4YHO).

Bcepoccunckun fletckui tenedoH gosepua 8-800-2000-122
* [Ncnxonornyeckoe KOHCYNbTUpPOBaHMe, 3KCTPeHHaA W KpU3ncHaA ncuxonornyeckaA nomMolb pAetAM, nNoApOoCTKaM W poauTenAam (6eCI'IJ'IaTHO,
KPYrnoCyTOYHO).

FopAvaa nuHmMA «Pe6eHOK B onacHocTu» CnepcrBeHHOro komurteta Poccunckon ®epepauun 8-800-100-12-60#1
+ Takxxe onA obpalleHnA OOoCTynHa KopoTkaA KombuHauma 123 (6ecnnaTHO, KPYrioCyTOYHO).

FopAvyaAa nuHUA nopaep>xku no sonpocam Tpasnu Tpasnu.NET 8-800-500-44-14
* MH-MT ¢ 10:00 po 20:00 MO0 MOCKOBCKOMY BPEMEHW.

OHnauH-nomoLb
+ [opAavaa nuHnA «Jetn OHnanH» http://detionline.com/helpline/about
« YAT-BOT «[obpbiHA» (aHTMOYNAnHr) https://t.me/BylingBot
« Cant MonogexHoro umgposoro ombyncmeHa, paspen «Luponomowb» — cepBUC nogaym obpalleHnin nnAa Monoabix Nnen,
KOTOpble CTONIKHYUCL € npobnemamu B HTepHeTe hitps://youthombudsman.ru/help
« CoobWNTb O 3anpeLleHHOM KOHTEHTE MOXXHO Ha canTe PockomHansopa https://eais.rkn.gov.ru/feedback/

UHpopmaumoHHO-MeTOoANYECKME MaTepurarnbl U pecypcehbl
+ Kacnepckun getAam https://kids.kaspersky.ru/


http://detionline.com/helpline/about
https://t.me/BylingBot
https://youthombudsman.ru/help
https://eais.rkn.gov.ru/feedback/
https://kids.kaspersky.ru/

3. PEKOMEHAAL MW ANA POAVTENEIA
(3AKOHHbIX NPEACTABUTENEI)
NO KMBEPBE3OMNACHOCTW AETEA N NOAPOCTKOB

YBakaemble poautenu!

B coBpemMeHHOM Mupe, HacCbIWEHHOM UUGPOBbIMMA TEXHOMOrMAMK, BOMPOC KMbepbe3onacHOCTU CTaHOBUTCA Bce 6onee akTyasibHbIM.
[eTn n nNoapocTKM aKTUBHO MCMOMb3YT VIHTEpHET pnA obuweHusA, y4ebbl U pasBrieyeHnin, N BaXKHO, YTOObl OHW MOHUMaNIN PUCKU N yMEenn
3awmuwaTthb ceba B BUPTyasibHOM NPOCTPaHCTBE.

Mpobnema kKnbepbesonacHOCTM 3akso4aeTcA B TOM, YTO VIHTepHET MOXeT ObiTb UCTOYHUKOM HE TOJSIbKO MOSe3HOM MHGopMaumn, HO U yrpos.
[eT 1 NoapoCTKM MOryT CTONKHYTbCA B OHMAWH C MOLIEHHUYECTBOM, KM6epOynivHroM, BPeAOHOCHbIM KOHTEHTOM W APYrMMW OMacHOCTAMM.
OTO MOXET NPUBECTU K HEeraTMBHbIM NOCNeACTBMAM AN1A NX NCUXMYECKOro 340Pp0BbA, penyTaunmn u gaxke onusmnyeckon 6e3onacHoOCTH.

Ham, B3pocnbiM, HEO6X0OMMO yAenATb BHUMaHME Bornpocam kKubepbesonacHoCcTU Hawmx peten. ObcyxxpgaAa ¢ HUMM NpaBuna 6e3onacHoro
NnoBeAEHNA M UCMNONb30BaHUA OHMAMH-MPOCTPaHCTBa, OO6BbACHAA, Kak pacrno3HaBaTb T€ WM WUHbIE PUCKU, Mbl MOXXEM HayuuTb AeTen ObiTb
YCTONYMBbLIMU U 3alLMLLEHHBIMWN B CETU VIHTEPHET.

MeaonumHCKMEe 1 MCUXOJ0ro-negarornyeckmue UccnenoBaHuA, a Takke pekomeHpaumm CadlvH nokasbiBaloT, YTO WCMONb30BaHUE 3/IEKTPOHHBIX YCTPOMCTB
2719, 4 [0 1 NHTepHeTa nyylle NONHOCTBLIO UCKIIOYMTL B paHHeM aeTcTse (Ao 3 net). HamHoro nonesHee AnA geTeli xumBoe obLieHne, NPOoAyKTUBHAA pasBMBaroLLan
OEATEeNbHOCTb, YTEHNE, PUCOBaHNE N UMPbl CO CBEPCTHUKAMM.

B cTapwem [OWIKOJIBHOM BO3pacTe 3KpaHHOE BPEMA MOXET COCTaBNATb He 6osiee 1 Yaca B AeHb U TONbKO B MPUCYTCTBUM B3pocibix. B mnapwem
WKONIbHOM BO3pacTe MPOAO/HKUTENBbHOCTb UCMOMb30BaHNA LUMPPOBLIX YCTPOMCTB He AOJDKHA npeBbiwaTb 1,5 yacoB. B nogpOCTKOBOM U IOHOLIECKOM
BO3pacTtax — He 60Jiee 2 YaCcOB B AiEHb.

Mpn 3TOM BO BCEX BO3pacTax HEMNpPepbiBHbIA MPOCMOTP WNW OHMAMH-aKTMBHOCTb OO/MKHbI 4YepenoBaTbCA C MMMHACTUKOW O1A a3 v gpyrumm Buoamm
I/IHTEJ'IJ'IEKTy&J'IbHOVI n C*)VI3I/I‘-IeCKOI7I neATenbHOCTU. Ka)K,D,bIVI poaounTenb, onnMpaAcb Ha pekoMeHaaunn, CTOUT nepepn cepbe3HbiM pelleHneM: onpenesntb, CKOIbKO
BpeMeHn NonaeT ero pebeHKy Ha Nosb3y C y4eTOM Bo3pacTa, y4ebbl, o6LeHna 1 oTabIxa.

Bbl MoXeTe BOCMOMb30BaTbCA CMEAYIOWUMU NPOCTbIMA peKoMeHAauuAMMY, YTo6bl MOMOYb AETAM M NOAPOCTKaM @
ObITb 601€e KOMNEeTEeHTHbIMWU, OCO3HAHHbIMU, BHUMATENIbHbIMU U ocmMmoTpuTesibHbIMU B UHTEpPHEeT-Ccpeae.
0 OGyuanTe geten M NOAPOCTKOB OCHOBaM Knbep6e3onacHOCTH @

[MoroBopuTe ¢ AeTbMM O TOM, NOYEMY BaXKHO 3almaTh JIMYHbIE AAHHbBIE M KaK 3TO MOXET NOMOYb n3bexkaTb Npobnem.
[MpoBepANTEe HACTPOMKM KOHMOUOEHUMANBbHOCTM W HayyuTe [eTen co3faBaTb HafeXHble naponn, WUcnonb3oBaTb [ABYX(AKTOPHYHO
ayTeHTUMPUKaLNIO N HEe OeNUTLCA C He3HaKoMUaMu IMYHON MHpopmaumen B IHTepHeTe.

+ HapeXHbI naponb — 3TO CMIOXHbIA Naposib, COCTOAWMI 13 BYyKB, umdp 1 cmmeono. OBbIYHO ero TpyaHo yragaTb unu nogobpathb.
Ba)kHO nepuoanyeckn MEHATb NAPOSIN B MECCEHO)KEPaX, ANIEKTPOHHOM NOYTE N COUManbHbIX CETAX.

+ JInyHaAa uHdopmauma — dammnuAa U UMA, NOMHaA AaTta PoXAEeHWA, AOMAalIHUMA agpec, HoMep TenedoHa, HOMep LWKOMbl U Knacca,
WHpopmaumAa O cembe, apyraa nnMyHaa nHgopmauma (HanpuMep, NacnopTHble OaHHble, AaHHble MeauumHckoro nonuca, CHUJIC v gp.).
OTUMN CBEAEHWAMU MOTYT BOCMOMb30BAaTbCA 3N0OYyMbIWAEHHUKN. [daxe ¢oTo, BUAEO U TOfOCOBble COOBLWEHUA MOryT ObiTb
MMU NCNOMNb30BaHbI.

Mcnonb3ynTe HageXxHoe aHTUBMPYCHOE nporpammHoe obecrneydyeHme Ha Bawwux ycTtpomctBax m perynAapHo obHoenAuTe ero. Obcyxpante
€ pebeHKOM MM NoAPOCTKOM BaXXHOCTb 3alUTbl OT BPEAOHOCHbIX NPOrpamMMm.

PacckasbiBanTe 0 nogosputenbHbix noaax B MHTepHeTte. O6bACHUTE pebeHKy nnu nogpocTKy, YTO He CTOUT obwaTbCA C He3HakoMuamu
B ceTn VIHTepHeT, 1 4TOo genatb, eCnv KTO-TO BefeT cebA CTpaHHO UK MbiTaeTCA 3aCTaBUTb enaTbh YTO-TO HENMPUEMSIEMOE.

MomornTe pgetAM M NOOPOCTKaM MOHATb M OCO3HATb, MOYEMy He CTOUT OTBeYaTb Ha COOOLWEHWA U 3BOHKU C HE3HaKOMbIX HOMEPOB
no MOOGWIBLHOW CBA3W, B MecceHaXepax WM coumanbHbiX ceTAax. O6bACHMTE, YTO 3TO MOXET MPUBECTUM K HeXenaTeflbHblM KOHTakKTam
1N ONacHOCTW.

O6y4anTe pacno3HaBaHUIO MOAO3PUTENbHbIX CCbIOK. Pacckakmte pebeHKy wunu nogpocTky O puckax nepexoga Mo  Ceblikam
N3 HEU3BECTHbIX MICTOYHUKOB U Hay4mTe ero NPoBepATb CCbIIKU Nepen nepexonom.

e OGcyxpaiTe u yctaHaBnMBanTe ceMeliHble NpaBuiia ucnosb3oBaHuA MHTepHeTa U KWGeprurneHbl

Onpepenvte BMecTe ¢ pebeHKOM U NoAPOCTKOM, CKOJIbKO BPEMEHM OH MOXXET NMPOBOAMTL B VIHTEPHETE, Kakne calTbl OH MOXKET nocewatb
N c Kem obLaTbCA, Kakmne MecceHaKepbl U coumarnbHble CETU OH MOXKET MUCMOob30BaTh.

Ecnn Baw pebeHok cTapluero AOWKOIbHOro Uy MAaawero WKOMbHOro Bo3pacTa nosb3yeTcA MOOUIIbHBIM YCTPOMCTBOM UN NEPCOHANbHBIM
KOMMbIOTEPOM, YCTAHOBUTE NPOrpaMmbl POANTENBCKOro KOHTPOJIA, YTOObl OrpaHNYnUTb OOCTYN K HeXenaTtenbHOMY KOHTEHTY U OTCNeXuBaTb
aKTUBHOCTb B VIHTepHeTe.

YcTaHoBMTE padyMHble OrpaHMYeHnA Ha UCMOoNb30BaHMe LMPOBbLIX YCTPOCTB M NepepbiBbl ANA ApYrnX BUOOB AeATENbHOCTU. OTO NOMOXET
n3be>kaTb NepeyToMIeHNA N 3aBUCMMOCTM OT VIHTepHeTa.

Q Moppep)xuBanTe atmocepy [oBepUa U perynapHo o6cy)xpante ¢ pe6eHKOM Unm noapoCTKOM OHNIaUH-ONbIT

MoowpAiTe geTelt U NoapoCTKOB o6cy>kaaTb ¢ Bamm Bonpockl, cBA3aHHble ¢ IHTEpHETOM 1 MHpOpMaUMOHHO 6e30MacHOCTbIO, AeNNTLCA
CBOMMUW MepexXnBaHnAMMU, onaceHuAMM 1 NpobremamMu, CBA3aHHbIMWU C OHNaNH-NPOCTPaHCTBOM, 6e3 cTpaxa HakasaHuA. [MpoBoanTe 6ecepbl
0 TOM, YTO AenarwT AeTu B VIHTepHeTe, ¢ KeM 06LatoTCA, BO YTO UrpatoT, Kakme CanTbl NMoceLlatoT, Kako MeOnakoHTEHT UM MHTEpeCeH,
N 06cy>KpanTe BO3MOXHbIE PUCKU. PaccMOTprTe BO3MOXHOCTb COBMECTHOIO NPOCMOTPA KOHTEHTA M 06CYXXOEHNA YBULEHHOTO.

0 ByabTe Nnpumepom ANA NoApaXKaHUA

lMokasbiBanTe pebeHKy UM NoapocTKy, Kak Bel camu cobnogaeTe npasuna MHpopmMaumoHHon 6e3onacHoOCTH, U obcyxxaanTe ¢ HAM Bawwm
coBMecCTHble gencTtenA B VIHTepHeTe. [okasbiBanTe, Kak npaBuibHO BeCTU cebA B VIHTepHeTe, He HapylwanTe npasuna n HopMbl NOBEeAEHUA
B OHNanH npu pebeHke, 06 bACHANTE, MOYEMY Ba>KHO cobogaTh 3TN npasuna.
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PassuBaunTe y aeten HaBblKM OGpalleHUA 3a MOMOLLbIO U cOO6LEeHMA 06 onacHoCcTU Bam u apyrum HageXXHbiM B3pOC/ibiM
(poAcTBEHHMKaM, y4UTENAM, COTPYAHUKAM NpaBoOXpaHUTEIbHbIX OPraHoB)

O6yyanTe geTen 1 NogpoOCTKOB TOMY, KakK (hMKCUPOBaTb OHMAWH-PUCKU C NOMOLLbLIO CKPUHLIOTOB, COXPaHEHUA BMOEO- N ayanOCOO00OLEHNI
OT HE3HaAKOMLEB. Bce 3TO MOXET CTaTb Cepbe3HOM foKa3aTelbHOM 6a30M B KPUTUYECKNX CUTYyaUMAX. OTOT HaBblK MOXXET NMOMOLLb HE TOJIbKO
B BUPTYaslbHOM MUPE, HO U B peasibHON XXU3HW.

MomorauTte pgetam u noApPoOCTKaM pa3BuBaTb KpUTu4eckoe mMbilljieHue

Hayunte ux aHanusupoBaTb MHopMaumio B WHTepHeTe, pacno3HaBaTb OMACHOCTU: OOBACHWUTE, Kak pacrno3HaBaTb MOLUEHHUYECTBO,

KnbepTpasnio v gpyrme OopmMbl OHManMH-yrpo3. lNpuBoguTe npumepbl KNOEPBUKTUMU3AUNW, HEeHaasiexalero, pucKoBaHHOro U onacHoro

OHMarH-NoBeaeHnA, YTOObI AeTU U NOAPOCTKM MOMNU flyyLle NOHATb, Kak n3bexxaTb Nog0OHbIX CUTYyaLMIA.

PasBunBanTte y pebeHka aHanMTU4eCcKue HaBblKW, YTOObl OH MOr oueHMBaTb WMHGOpPMauuto B VIHTepHeTe, COMHEBAaTbLCA B OOCTOBEPHOCTU

WCTOYHMKOB M OTNINYaTb JOCTOBEPHbIE UCTOYHUKKM OT HEAOCTOBEPHbIX. PacckaxuTte, 4To He BCA UHpopmauua B CeTu ABNAETCA NpaBavBOMN.

* MpuaymanTte «Bonwe6HOE C/IOBO-NApPOJib», KOTOpoe byneTte 3HaTb TONbKO Bbl n Baw pebeHok, 4Tobbl OH MO pacno3HaTb ONMacHOCTb:

B criydae, ecnu pebeHoK OTBETWUT Ha COOBLEeHne MM 3BOHOK He3HakoMmua, C MOMOLLbIO 3TOro crioBa emy 6yaeT npolle pacnosHaTb
OMnacHOCTb.

MpoaBnAnTe Nnoaaep>XKy U BOBJIEYEHHOCTb

MocTapanTecb ObITb BOBMIEYEHHLIMU B OHMAWH-aKTUBHOCTU: y4aCcTBYUTE B Urpax U coumasibHbIX CETAX BMECTe C OeTbMW N NOOPOCTKaMu,
YTOObI NyyLLe MOHATb UX MHTEPECHI U OKPY>KEHME, 3TO NO3BONUT NOALEPXMBATL AOBEPUTENbHbLIN KOHTAKT C HUMMW.

MoowpAnTte geten U NOAPOCTKOB 3aHMMaTLCA 6€30NacHbIMU N KOHCTPYKTUBHBIMU OosfiaiH U NPy HEOOXOAMMOCTU OHJTaNH-aKTUBHOCTAMMN,
TakMMn Kak obpasoBaTesibHble Urpbl, CNOPT UKW TBOPYECKME NPOoeKTbl. AKTUBHAA, MHTEPECHaA M HacbIWeHHaA NOOXUTENbHbIMU AMOLIMAMMU
1 COBbITUAMU peasibHadA XXU3Hb — MOLLHbIA UCTOYHUK MO3UTUBHOW camopeanun3auumn 6e3 «berctea» B BUPTyasibHbIM MUP.

OTpa6oTanTe COBMECTHO C pe6eHKOM AEeUCTBUA B CUTYaLMAX pUCKa

BaxxHo 3apaHee 06BbACHUTL pebeHKyY, Kak NpaBubHO AEeNCTBOBATb NPU CTOIKHOBEHUM C ONACHbLIMU OHTAaNH-KOMMYHUKaUNAMMN:

* He BCTynatTb B repenanky, cpady 3abnokupoBaTb arpeccopa WIM MOLWIEHHUKA, COXPaHUTb CKPUHLLOTbI MEepenuckn B KayecTsBe
JokasaTenbCTB U 06A3aTeNlbHO pacckasaTb O CUTyauuu B3pOCbIM — poauTenaMm, YYNTento unn obpatntbCcA B NOAOEPXKY NiaTgopmbl,
rae NpousoLwen UHUMOEHT.

ObpaLanTtech 3a noMowpblo: ecnv Bbl 3ameTnnn, 4yTo Baw pebeHOK cTan XXepTBou KMbepBUKTUMU3ALUU NN NPOABNAET OnacHoe NoBedeHune
B VIHTepHeTe, He cTecHANTECH obpallaTbCA 3a MOMOLLBIO K crieumanmcTam.

PerynAapHo o6HOBNANUTE 3HAaHMA O KW6ep6e30nacHOCTU U KubeprurueHe, oTcneXxmupante U3MeHeHUA B 3aKOHOAAaTesNbCTBe
1 npasunax nnardopm

Cnegute 3a HOBOCTAMMU U TeHAEHUMAMM B 06nacTn kKubepbe3onacHOCTH, 3yvanTe HOBble METOAbI 3alUnThl OT KubepnpectynneHnin. byabTe
B Kypce M3MEHeHW B 3akoHoAaTesbCTBe W npasBufax MCnonb3oBaHuA nnatgopm, 4Tobbl obecrneunTb MakcumanbHylo 3awmty Bawero
pebeHka nnn nogpocTka, aganTupynute cBon noaxonbl K obecnedyeHntio 6€30nacHOCTM B COOTBETCTBUU C M3MeHeHuAMn B VIHTepHeTe.

Anroputm aencTBUM poauTesna Npu o6Hapy>XeHUun Noao3puUTeNIbHOU OHTaUH-aKTUBHOCTU pebGeHKa

0 O6paTl/lTe BHMMaHMe Ha MSMeHeHA B NnoBegeHnn pe6eHKa nnnm noapocTKa. Ecnun Bbl 3ameTtunun, 4to oH ctan 6onee 3aMKHYTbIM, NOrpy>XeHHbIM
B OHNaWH, pasapakmtesibHbIM Ui NpoABAET gpyrne HeTunmyHble OjAa Hero aMmounn, 3To MOXXeT ObITb CMTHANOM O npo6nemax B MHTepHeTe.

e [MoroBopuTe ¢ pebeHKoM. BbiACHUTE, YTO MMEHHO ero 6ecrnoKouT, 1N NPeasIoXXNUTe CBOK NMOMOLLb.

e O6paTutech 3a NOMOLLBIO K crieumanvcTam. Ecnv Bbl He MoXeTe caMOCTOATENBHO peLnTb Npobnemy, 06paTUTeCh K NCMXOMOry, CoumanbHOMy
neparory, ncuxotepanesTy UK OpYrMMm crnieumanicTam.

B cutyauuAx,  Koraa  pebeHok  coobwaer  Bam [ElTER Bonee mnompobHble pekoMeHaaunm anA poguteneit Boi [H]
(o] coBepLUEeHHOM B OTHOLWIEHUN Hero npecTyrnjieHnn Harvpete B nocobunm «Pucku B LUDPOBOU cpene: =
BOCMONb3ynTeCcb 8 namATKoM Hasurartopa npodmnakTukm JuarHocTuka, npodwmnakrtuka, kKoppekuus». — M: AHO

BMKTMMU3aLMU AeTEN U NOAPOCTKOB (2024)

«LleHTp rnobanbHon NT-koonepaumn», 2024. — 152 c.

| KYAA OBPATUTBLCA 3A NOMOLWbHO
17 mnony4ynTb AONOAHUTENbHYIO MH®OPMALMIO +.©

TenecoHbl foBepUuA, ropaune NUHUN

FopAYaA NMHMA KpU3nMcHon ncuxonormdeckon nomowm MuHuctepctea npocseweHua Poccumnckon d®epnepaumm 8-800-600-31-14

* Ha nnHun exxegHEeBHO M KPYrnoCyTOYHO OKasbiBaeTCA MCUMXOosormyeckas rnoMowpb M NOAAEep>KKa BCEM MO3BOHMBLUMM, HAXOOALMMCA B KPU3UCHOM
COCTOAHUN UNN B KPUSMCHOWM cuTyauumn (becnnaTtHo, KPyraocyTOYHO).

Bcepoccuinckum fletckuin TenedoH gosepua 8-800-2000-122

+ [Ncunxonornyeckoe KOHCY/bTUPOBaHMe, O3KCTPeHHaA W Kpu3ncHaAa ncmxonornyeckaa nomouwb AetAMm, noapoctkaM wn poaountTenam (6eCI'IJ'IaTHO,

KPYrnoCyTO4HO).

FopAyaa nuHuA «Pe6eHoOK B onacHocTu» CnepcrteeHHoro komuteta Poccuiickon ®epepauunm 8-800-100-12-60#1

+ Takxxe onA obpaleHnA OoCcTynHa KopoTkaA KombuHauma 123 (6ecnnaTHO, KPYriioCyTOYHO).

FopAyaAa nuHMA noaaep>xku no sonpocam tpasnu Tpasnu.NET 8-800-500-44-14

* MH-MNT ¢ 10:00 go 20:00 MO0 MOCKOBCKOMY BPEMEHW.

OHNanH-NnomoLlb
+ [Topayaa nuHuAa «Oetn OHnarH» http:/detionline.com/helpline/about
* YAT-BOT «[Jo6pbIHA» (aHTUOYNNUHr) hitps://t.me/BylingBot
« Cant MonoaexxHoro ungpoBoro oméyacmeHa, pasgen «Lngponomowb» — cepBUC nogaym obpalleHnin oA MOoSoablX MOAEN, KOTOPblE CTONKHYMUCH

¢ npobnemamun B VIHTepHeTe https://youthombudsman.ru/help

+ CoobWMTb 0 3anpeLeHHOM KOHTEHTE MOXHO Ha canTe PockoMHaasopa https://eais.rkn.gov.ru/feedback/

NUHdpopmaunmoHHO-MeToANYECKME MaTepuarnbl U pecypchbl
+ Kacnepckuii getam https:/kids.kaspersky.ru/



https://mgppu.ru/about/publications/prevention_of_victimization
https://mgppu.ru/about/publications/prevention_of_victimization
https://psyjournals.ru/nonserialpublications/der2024
https://psyjournals.ru/nonserialpublications/der2024
http://detionline.com/helpline/about
https://t.me/BylingBot
https://youthombudsman.ru/help
https://eais.rkn.gov.ru/feedback/
https://kids.kaspersky.ru/

4. PEKOMEHAALNW ANS CMELUANINCTOB
No PA3BUTUIO MEAVAKOMMNETEHLMIA
Y AETEA N NOAPOCTKOB

YBa)xaemble Konneru!

B coBpemMeHHOM Mupe LMPppOoBLIE TEXHOMOMMMN CTanIM HEOTHEMIIEMOW YacTbio Hawen XM3Hn. Ho, Kak n nobble MHCTPYMEHTbI, IHTepHeT
N pasfin4yHble YCTPOMCTBA HE TOMbKO MO3BOSMIAIOT HAM M HawMMm OeTAM obpeTaTb HOBble 3HAHWA, pacWMPATb BO3MOXHOCTM OOLWEHWUA
WAN NpoBefeHNA [ocyra, HO U HecyT B cebe pasnuyHble OHMaMH-PUCKU N Yrpo3bl. MM03TOMY BaXkKHO, 4YTOObI OETU U NOAPOCTKU yMenu
npasuibHO N 6e30MacHO B3aUMOLAENCTBOBATb C OHNaNH-CPpeaon.

Bbl MOXeTe ucnonb3oBaTb OaHHY NaMATKY Kak OCHOBY ANA pas3paboTKy NpoduniakTUYecKuX, pasBuBatoWMX, MCUXOKOPPEKUMOHHBIX
N NPOCBETUTENBCKUX MPOrpaMM, HamnpaBSfiEHHbIX Ha MOBbIWEHNE OCBEOOMSIEHHOCTM OEeTEN U MNOAPOCTKOB O puckax B VIHTepHeTe,
doopmmpoBaHMe HaBblKOB 6€30nacHOro noBeaeHnA B KNU6eprnpocTpaHCTBE U pasBUTUE UX MeEONAKOMMNETEHLNN.

OTmeTuM, 4TO NpodusakKTUKa B NEPBYIO OYepedb HanpasfieHa Ha pasBUTUE C Y4ETOM BO3PACTHbIX OCOOEHHOCTEN OeTeln N NogPOCTKOB
NINYHOCTHbIX PEcypcoB, CNOCOOCTBYIOWMX MPEOOONEHNIO PA3SINYHBLIX TPYAHbIX >XU3HEHHbIX CUTyauuMid U BAUAKOWMX Ha NOBbIWEHUe
YCTOMYUBOCTU K HEONAronpmATHbIM hakTopam.

nOSTOMy C AeTbMU U NOAPOCTKaMH uenecooﬁpasﬂo npoBoAUTb 3aHATUA, KOTOPbLIE B LIeJIOM pa3BUBalOT TaKue pecypcCbl KakK:

KOTHUTUBHbIE CMOCOBHOCTU, MHTEPEC K y4ebe 1 yXOBHOMY POCTY, YyBCTBO OMOpa,

npocoumanbHble YBIeYEeHNA U LUMPOKUIA KPYT MHTEPEeCoB.,

SMOLIMOHASIbHBIA UHTENNEKT U dMOLMOHaNbHaA 3penocThb,

BHYTPEHHWUI CAMOKOHTPOJIb, LIeNIeyCTPEMNEHHOCTb, YCNELIHOE OBIaAEHNE HaBblKaMn NPUHATUA PELLEHWN,
OTBETCTBEHHOE MOBEAEHNE M NPABOCO3HAHNE, yBaXKEHNE 3aKOHOB M HOPM O6LLECTBa, LWKOJSIbl, CEMENHbIX CTaHO4apTOB,

yMeHue obpallaTtbCcA 3a NOMOLLbHO, Fas
BO3MOXXHOCTb aKTMBHOIO y4acTuA B paboTe coumnasibHOM rpynmbl, .
[0BEpPUTESbHbIE OTHOLIEHWA C POAMTENAMU (3aKOHHbLIMU NPeacTaBUTEeNAMM), ﬁ' : é
obLieHne cpeaun NpocoLmanbHbIX CBEPCTHUKOB U Apyrue. 4db

Momrmo 3Toro B npouecce NpounakTuKuM OHNanH-pPUCKOB, ONacHOro noBeAeHUA aeTen U NoApPoCcTKOB B MHTepHeTe
U B XoAe pa3BMTUA MeAUaKoMMNeTeHUUn y AeTeil 1 NOAPOCTKOB MOXHO ONMPaTbCA Ha crieaylolme peKoMmeHaaumn.

o O6y4yeHue ocHoBaM Ku6ep6esonacHocTu U popMmupoBaHue HaBblKOB 6e30nacHOro obLeHunA

NHpopmmpynTe oeten 1 nogpocTKoB O NpuHUMNax kKnbepbe3onacHOCTU: CO30aHNN HAAEXHbIX Naposien, NCrnosib30BaHUN ' ol

OBYX(pakTOpHON ayTeHTUmKauum, HacTporkax KOH(pMaeHUMansHOCTU B COUMalbHbIX CEeTAX W OPYrnx OHMAanH- :
nnatgopmax.

[Mo3HakoMbTe OeTen C NPUIOXKEHNAMU N UHCTPYMEHTaMMU, KOTOpble NOMOratoT ocTaBaTbcA B 6e30nacHoCTU B VIHTepHeTe,

Hanpumep, ¢ NporpammMamMm poguTenbCKOro KOHTPOsIA, aHTUBMPYCaMu N HACTPOMKaMN KOH(PUAEHUNANTbHOCTI. —
[MpoBOANTE 3aHATUA, HA KOTOPbIX MOXHO 0b6cyauTb npasuna 6e3onacHoro obweHnA B VIHTepHeTe. Ba)kHO roBopuTb ’
006 yBa>KeHUU K Apyrum nosib3oBaTesniaM 1 HegornyCTUMOCTWN arpecCcuBHOro NoBeAeHUA. )

e Pa3BuTne KpUMTUYECKOro MbilisIeHUA U HaBblKOB aHanu3a nHgopmaumu
OpraHmayinte 3aHATMA, Ha KOTOPbIX AETU U MOAPOCTKU CMOrYT U3YYUTb OCHOBbI KPUTMHECKOrO MbIWIEHUA, BKKOYanA
aHanns, OUEeHKY 1 MHTepnpeTaumio SaHHbIX.
Hayunte peTten pasnuyatb HaOEeXHble U HEHaAEXHble UCTOYHMKU MHopMaunun, o6bAcHAA, Kakmue hakTopbl crnenyeT
yunTbiBaThb (aBTOPUTET, farta nyébnukaumu, uenb n 1.4.).
Chopmupynte HaBblKM WCMONb30BAHNA pPECYpPCOB U MOUCKOBLIX CUCTEM AN1A noucka uHpopmauun, npoBeEpPKU
ee [OCTOBEepHOCTU M (hakKToB, NpUBOAMTE MNpUMEpPbl (PENKOBLIX HOBOCTEN U Oe3uHpopmaumn, 4Tobbl NMOMOYb AOETAM
N NOOPOCTKaM MOHATb, KaK OHW MOTYT BbIMALETb U Kakue nocneacTsnA OHU MOTYT UMETb.
O6cyxpanTe OHMaMH-KOHTEHT: MPOBOAUTE 3aHATMA, Ha KOTOPbIX MOOPOCTKM CMOryT aHanusupoBaTb M 00CyXOaTb
nHdopmaumio n3 MIHTepHeTa, BKKOYaA HOBOCTU, peKNnamMy 1 counanbHble CEeTW.

PasBuBanTe HaBblkM pacrno3HaBaHWA (EenKOoBbIX HOBOCTEW: Hay4ynTe p[eTen pasnmyatb [OO0CTOBEPHble MCTOYHUKMU Y
nHdopmaumn un henkosble HOBOCTK, 06Cy>kaanA NpumMepbl 1 METOAbI NPOBEPKU (haKTOoB. —
[MpoBOOMTE OAMCKYCCUM O coumanbHbIX ceTAx: obcyXpanTe, Kak MHdopmauma pacnpocTpaHAETCA B couunarnbHbIX CeTAx, ﬁ. X5
N KaK 9TO MOXET BIMATb HA BOCNPUATUE peasibHOCTMW. v

e Pa3BuTue HaBbIKOB 3afjaBaHUA BONPOCOB
HayunTe peten 3apgaBaTb BOMPOCHI O TOM, YTO OHU 4MTalOT UM BUAAT B VIHTepHeTe. Hanpumep, «KTo 910 Hanucan?», y
«KakoBbl €ro UCTOYHUKN?» N «[ToYemMy 3TO BaXKHO?». /
PaspaboTanTe BMecTe C AeTbMM CMNCOK BOMPOCOB, KOTOPbIE OHX MOTyT 3a4aBaTb MNPy OLUeHKe NHdopmaumn.
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OcBeOMJIEHHOCTb O pUCKaxX OHNauH 1 ocdianH

NHdopmmpynte o kubeptpaBne wn kKubepBuKTUMM3aUMKU: oO6Cy>pganTte C OeTbMUM U NOAPOCTKaMW, 4YTO Takoe
KnbepbynnunHr, Kak ero pacrnosHaTb U Kak OenCTBOBaTb B C/lydae ero BO3HMKHOBEHUA.

O6cyxpanTte peanbHble cnyyan: NpUBOAUTE C y4eTOM Bo3pacTa AeTen M NoapOoCTKOB MpUMepbl KUOepBUKTUMU3ALUN
N MOLWIEHHNYeCcTBa, YTOObl MOMOYb UM NOHATb, Kak n3bexkaTb NoA0OHbIX CUTYaLNA.

O6y4yeHue pacnosHaBaHUIO MaHUNYNALUMA B OHNanUH U opnamH

O6cyxpante MeToAbl MaHUNYNAUMA, KOTOPbIE WCMAONBL3YIOT  3/10YMbIWIEHHUKM WU MOLIEHHUKU: 0OBbACHUTE,
KaK UCNosb3yTCA 3MOLMOHAsbHbIE TPUITEPbl, MaHUMYNALUMK 1 NponaraHaa oaa BAMAHUA Ha MHEHUE NI0OEN.
AHanuaupynTe peknamHble MaTepuanbl: MPoBOAMTE 3aHATUA, Ha KOTOPbIX AOETW MOryT aHanm3mpoBaTb peknamy
M nponaraHay, 4Tobbl MOHATb, Kak OHU MOTYT ObITb OOMaHyThI.

Pa3BuTtue HaBblKOB camoperynauum

Oby4anTe ynpaBneHUO BpPEeMEHEeM: MNOMOrmTe AeTAM U NogpocTkam YCTaHOBUTb pas3yMHble JIMMUTbl Ha BpemA,
npoBefeHHoe B VIHTepHeTe, N HayuuTe nX ynpaBnATb CBOUM BPEMEHEM.

[MoowpAnTe akTUBHbLIM OTAbIX: HANOMUHaMTE OeTAM W MOoAPOCTKaM O BaXXHOCTU (PU3NYECKOW aKTUBHOCTU U XOOOU
BHe VIHTepHeTa, 4ToObl cbanaHCMpoBaTb MX aKTUBHOCTb B OHMANH U OhnanH.

CospaHue 6e3onacHou atmoccepbl AnA 06CY)XXKAEHUA U NoaAepXXKa OTKPbITOro o6LweHusA q

Cospante atmocdepy, B KOTOPOM OETU U NOOPOCTKN MOTYT OENUTLCA CBOMMU NepeXXmBaHnAMU 1N npobaeMamm, MbICIAMN

N COMHEHMNAMM, CBA3aHHbIMU ¢ IHTepHETOM, 6e3 cTpaxa ocy>aeHuA. Q
MpoBoauTe perynAapHble 6eceabl O TOM, YTO OHWU AenatoT B VIHTepHETe, ¢ KEM 00LWalTCcA, U Kakme Yy HUX eCTb BOMPOCHI »
WM ONaceHud, a Tak>XXe O TOM, YTO OHUW YMTaKT U BUOAT B OHMIANH-NPOCTPAHCTBE, U 06CyXXaanTe, Kak 3TO MOXET ObITb

CBA3aHO C peasibHOCTbIO.

CoTpyAaHU4EeCTBO C poauTenAMU (3aKOHHbIMU NpeAcTaBUTENIAMMU) ES A

[MpoBoanTe cemuHapbl ANA poguTenen (3aKoHHbIX NpeacTaBuTenen), YTobbl OHXU MOrAN Nyyle NOHUMATb OHMANH-PUCKU ..
n noggepXxmeaTtb CBouX geten B 6esonacHOM nosefeHun B VIHTepHeTe, B pasBUTUM Y HUX KPUTUHECKOrO MbILUEHUA
1 pacrno3HaBaHUV HeJ0CTOBEPHON MHOpMaLMNA.

Ucnonb3oBaHue MHTEepPaKTUBHbIX MeTOAO0B

Bknoyante wurpbl, OUCKYCCUW, TPYMMoBble 3aHATUA W MPOEKTbl, 4YTOOblI coenaTb obydyeHne 6onee yBnekaTeslbHbIM
1 3anoMUHaloLWnMCA.

Ncnonb3ynte poneBble urpbl onA oTpaboTkn cuTyauuin, cBA3aHHbIX C obweHnem B VIHTepHeTe, 4ToObl MOMOYb AeTAM
Hay4YnTbCA pearnpoBaTb Ha NOTEHUMasnbHbIE Yrpo3bl.

MoopobHble pekomeHfauun NO MNpocBelweHnto Bbl Harpete B nocobum «OpraHusauma rnpocBeTUTESIbCKOU pPaboThl
C poauTenAamMu no Bonpocam npounakTuk AeBuaHTHOro noeepeHus» . — Mocksa : @60V BO MITIMY, 2018. — 112 c.

KYOA OBPATUTBCA 3A NOMOLLBLIO
U nonydynTb gONOJIHUTEJIbHYIO UHO®OPMALUIO

TenedoHbl fOoBEpPUA, ropAavYMe JINHUN

FopAYaA nNMHUMA KPU3UCHOW ncuxosiormyeckom nomowm MuHucTepcTBa npocBeweHua Poccuiickon Pepepauumn
8-800-600-31-14
+ Ha nuHumn eXXeagHeBHO N KpyrnoCcyTo4HO OKa3biBaeTCA MNCUXosiormyeckaA nomMmollb 1 nogaep>kXKka scemMm no3BOHMBLUMM, HaxogAwMMCA B KPU3NCHOM
COCTOAHUN UM B KPUSUCHON cuTyaumm (6ecnnaTtHo, KPYrioCyTOYHO).

Bcepoccunckum fletckuun tenedoH aosepuna 8-800-2000-122
» [lcnxonorn4veckoe KOHCY/NbTUPOBaHMe, 3KCTpeHHaA W KpU3ncHaA ncmxosnornd4eckaAa nomMmouwb AeTtAM, NogpoCTtkaM U1 poauTenAam (GGCI'U'IaTHO,
KPYrnocyTo4HO).

FopAavaa nuHmnA «Pe6eHOK B onacHocTu» CnepcrtBeHHoro komuteta Poccunckoun ®epepauum 8-800-100-12-60#1
+ Takxxe onAa obpaleHnA ocTynHa KopoTkaA KombmHauma 123 (6ecnnatHo, KPyrnoCyTOYHO).

FopAavyaAa nuHUA noaaep>XKu no sonpocam Tpasnu Tpasnu.NET 8-800-500-44-14
* MH-MNT ¢ 10:00 oo 20:00 N0 MOCKOBCKOMY BPEMEHN.

OHnauH-nomMmoLb UHpopmaumoHHO-MmeToANYEeCKe MaTepuansl Kyaa mo)XHO HanpaBuTb poauTeneun
1. NopAYaa nuHnAa «[detn OHnanH» M pecypchbl (3aKOHHbIX NpeacTaBUTENEN)
http://detionline.com/helpline/about 1. O6pasoBaTtenbHbIn nopTan AnbAHca 1. NMopTtan PactumpeTten.pcp —
2. Pasgen «KnbepbynavHr» noptana MnHundpbl no 3awmTe geTten B uMdpoBon cpeae HaBMraTop AnA COBPEMEHHbIX
n PocTenekoma https://xn----9sbbihgekoax4abb.xn--p1ai/ «LUMIDPATeka. baza npakTn4eckmx saHaHnn» poaunTenein no Bonpocam pasBuTuUA,
3. Cant Monoge>xHoro umcpoBoro omoyacmeHa, https://cifrateka.ru/ BOCMUTaHUA 1 06pa3oBaHnA OeTen
pasgen «LudponomoLb»: cepBmc nogaydm obpatleHmi 2. BecTHuk Kubepnonmuum Poccun ot 0 po 18 neT (cTaTby, NAMATKY,
017 MOS1oObIX MOAEN, KOTOPbIE CTOSIKHYINCD https://max.ru/cyberpolice OyKneThl).
¢ npobnemamu B HTepHeTe 3. Kacnepckun getam https://kids.kaspersky.ru/ 2. MNcuxonornyeckni yHMBepcuTeT
https://youthombudsman.ru/help 4. Matepvanbl AHO «LleHTp nayyeHuA AnA pogutenen «bbiTb poantenem»
4. CoobWmMTb O 3anpeLLeHHOM KOHTEHTE MOXKHO Ha canTe N CEeTeBOro MOHUTOPWHIra MOSTIOAEXKHOM Cpeabl» — BbITbpoguTenem.pd

PockomHansopa https://eais.rkn.gov.ru/feedback/ https://www.cism-ms.ru/poleznye-materialy/
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